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Nature of the problem

“Identity theft” involves assuming the identity of an actual person (living or dead) by means of stolen or fraudulently obtained or produced personal information (such as bank or credit card account number) or identity documents.  It is usually considered a discrete subset of general “identity fraud” on the basis that it involves the assumption of the identity of an actual, not a fictitious, person, and this identity is repeatedly used for nefarious purposes.

The total cost of identity fraud to Australia has been estimated, in a study undertaken in 2003, at $A1.1 billion, comprising financial losses directly incurred ($420 million), costs of resources consumed performing identity fraud related response activities ($626 million), and opportunity costs ($50 million)
.

An increasing amount of identity theft occurs online.  Microsoft strongly supports the establishment and maintenance of an online environment in which the protection of consumers is enhanced by the criminalisation of dishonest conduct constituting identity theft and the vigorous enforcement of these offences.

Australian legislative responses

All Australian jurisdictions have legislation which establishes offences under which various acts typically involved in identity theft may be prosecuted.  Some of the generally prohibited acts are obtaining property or financial advantage by deception; obtaining property by false pretences with intent to defraud; forging or falsifying documents; and unauthorised access to, or modification of, restricted data stored on a computer.  There are also offences which are specific to particular forms of identification such as driver licences and birth certificates.  

South Australia has recently passed legislation which creates offences aimed specifically at identity theft. Under the South Australian provisions, it is an offence for a person to: in circumstances where the person intends, by doing any of the following, to facilitate the commission of an indictable offence or other specified offence:
 assume a false identity
; falsely pretend to have particular qualifications to be entitled to act in a particular capacity
; or make use of another person’s “personal identification information”;
 produce, sell or give, or offer to sell or give, or possess any “prohibited material”
, in circumstances where the person intends to use the material, or to enable another person to use the material for the purpose of committing, or facilitating the commission of, an offence.
At the federal level, the Crimes Legislation Amendment (Telecommunications Offences and Other Measures) Bill 2004 (the “Bill”) has been introduced into the Commonwealth Parliament.  The Second Reading Speech of the Bill was on 24 June 2004, but as at 2 August 2004 the Bill had not been passed.  The Bill inserts the following new offences into the Commonwealth Criminal Code: 

These offences are primarily directed at:

· “credit card skimming” - the process whereby legitimate credit and debit card data is captured or copied, frequently by means of an electronic skimming device; and 

· “phishing” - where online criminals use apparently legitimate e-mails or websites to trick people into divulging bank account details.  
Comment upon legislative responses

Microsoft welcomes the high priority which Australian legislatures are evidently giving to the issue of identity theft.   Microsoft strongly supports the South Australian approach of having specific “identity theft” offences which cover all forms of personal information and are not restricted to personal financial information.   However, the South Australian legislation only criminalises aspects of identity theft preparatory to the commission of another “serious criminal offence”
.  

It may be difficult in practice to prove the requisite “intention to commit or facilitate the commission of a serious offence”, due to the legal intricacies of that other offence.  Microsoft supports the simpler approach taken by the federal Parliament in making “dishonesty” the mental element for the new offences in relation to “personal financial information”. 

Whilst welcoming the federal legislation in relation to “personal financial information”, Microsoft realises that there are constitutional restrictions on the federal Parliament’s ability to enact comprehensive legislation relating to identity theft.  For that reason, Microsoft considers that other State and Territory Parliaments should follow the lead being shown by South Australia in enacting legislation which creates a comprehensive set of offences for all forms of identity theft.  The other States and Territories could improve upon the South Australian legislation by specifying “dishonesty”, rather than the intention to commit another offence, as the mental element of the identity theft offences.

Law enforcement

The priorities of law enforcement agencies should reflect the high priority given by legislatures to the issue of identity theft.  Whilst it is important to have appropriate criminal offences on the statute books, enacting laws does not in itself lead to changes in the behaviour of potential offenders.

Microsoft strongly supports the identification of identity theft as a priority by law enforcement agencies
, and strongly hopes that the priority is able to be carried into practical effect.  It is important that government provide the necessary resources to law enforcement agencies.  Only if there is vigorous enforcement of the new offences by the appropriate law enforcement bodies (including State and Federal Police, and cross-jurisdictional agencies such as the Australian High Tech Crime Centre), will potential offenders be sent a strong message that engaging in conduct constituting identity theft is simply too risky.
Legislative Approaches

The following outline provides an overview of three legislative approaches to the problem of identity theft:  (1) improve law enforcement; (2) improve victim’s remedies; (3) improve preventive measures.  The rationale for each approach, along with possible legislative provisions, is described within each category.  

1.
Improve law enforcement
Rationale:  According to critics, law enforcement authorities often will not pursue an identity theft case unless there is at least $100,000 at issue.  Some victims claim that law enforcement will not even take a police report in smaller identity theft cases, which makes it nearly impossible for the victims to clear their records.  Others argue that local law enforcement authorities do not know about the Identity Theft and Assumption Deterrence Act, and, therefore, do nothing to curb identity theft abuses.

Possible legislative provisions:

· Earmark more federal dollars to combat identity theft.  

· Require local law enforcement agencies to designate special identity fraud units and to improve educational and outreach efforts.  

· Give the FTC the power to enforce compliance with the anti-ID theft act in the same manner the FTC enforces compliance with the Fair Debt Collection Practices Act.  

2.
Improve victims’ remedies
Rationale:  Victims argue that they are required to notify three credit bureaus, which can be very time consuming, and complete several different forms, which can be frustrating and confusing.  Victims want the process to be streamlined.  Victims also argue that (1) fraud alerts are too small to notice; (2) credit grantors often extend credit to an imposter after a victim has placed fraud alert on his/her report; (3) credit reporting agencies are slow to change credit reports; (4) charges often reappear on credit reports after having been removed; (5) they are often considered criminals; and (6) they are not kept informed of cases against perpetrators.
Possible legislative provisions:
· Treat identity theft victims as a “party of record” in court proceedings. 

· Require FTC to develop procedures for sharing information about consumer ID theft complaints and fraud alerts among credit bureaus. 

· Require FTC to develop one type of form that victims have to complete when notifying credit bureaus. 

· Develop a national registry of individuals who are victims of identity theft and require all entities that conduct criminal records background checks to consult that database before reporting the criminal records information. 

· Require development of one central place where victims can go to notify all relevant credit bureaus that they have been a victim of identity theft. 

· Require fraud alerts to be placed on credit reports in a clear and conspicuous manner. 

· Require credit bureaus to send consumers one free copy of their credit report annually. 

· Require fraud alerts to be placed on a consumer’s credit report upon consumer request. 

· Require credit bureaus to separately notify each person procuring a consumer’s credit information that a fraud alert is on the consumer’s file. 

· Penalize credit bureaus that place charges on credit reports after they were removed. 

· Require credit bureaus to investigate discrepancies between personal information in a file and the personal information supplied to the credit bureau by the user of the report.
· Require financial institutions to provide to a victim who has obtained a police report in an ID theft case copies of all application forms or other materials containing the victim’s identifying information that were filed with the financial institution by an unauthorized person; and inform the victim of the categories of identifying information that were used by the unauthorized person in such applications or other materials. 
3.
Improve preventive measures
Rationale:  Some preventive measures are aimed at keeping victims apprised of their credit card reports and requests for address changes.  Other preventive measures restrict the use of social security numbers as unique identifiers.   With respect to the latter, many critics argue that the wide use and display of social security numbers makes ID theft easier.  

Possible legislative provisions:

· Require credit card issuer to send confirmation of change of address notifications to cardholder’s new and old address. 

· Require credit card issuer to notify the cardholder at the old and new address if it receives a request for an additional credit card within 30 days of receiving a change in address and provide the cardholder with a means of promptly reporting incorrect changes. 

· Require credit bureaus to notify requesters of consumer credit information if the report request includes an address for the consumer that is a different location from the most recent address in the consumer’s file. (likely to face “reg burden” opposition from credit bureaus)
· Impose new criminal and civil penalties for misuse of SSNs. 

· Prohibit government from publicly displaying SSNs (on mailing lists, checks, drivers licenses etc.). 

· Restrict sale and use of SSNs by government agencies. 

· Prohibit Social Security Administration from divulging any SSNs to any federal or state agency. 

· Prohibit any federal or state agency from requiring an individual to disclose his or her SSN. 

· Prohibit Social Security Administration from divulging any SSNs to any individual. 

· Prohibit any person or business from printing more than the last five digits of the credit card account number or expiration date on an electronically printed receipt
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� 	Cuganesan and Lacey (2003) Identity Fraud in Australia: An evaluation of its Nature, Cost and Extent at 56.  See further: Australian Institute of Criminology ( 1999) Identity-related Economic Crime: Risks and Counter Measures, available at � HYPERLINK "http://www.aic.gov.au" ��www.aic.gov.au� 


� 	Criminal Law Consolidation Act 1935 (SA), ss 144B and 144C


� 	Criminal Law Consolidation Act 1935 (SA), s 144B


� 	ibid.  


� 	Criminal Law Consolidation Act 1935 (SA), s 144C.  “Personal identification information” is broadly defined for the purpose of the above offences as “information used to identify a person” and expressly includes information about a person such as name, address, date or place of birth, martial status, relatives, driver’s licence or licence number, passport or passport number, biometric data relating to the person; voice print, signature and passwords


� 	“Prohibited material” is defined as anything (including personal identification information) that enables a person to assume a false identity or to exercise a right of ownership that belongs to someone else to funds, credit, information or any other financial or non-financial benefit.


� 	As pointed out by the Model Criminal Code Officers’ Committee. 


11 	The issue of “identity fraud”, encompassing identity theft, was identified in April 2002 as a priority matter in the Commonwealth and States and Territories Agreement on Terrorism and Multi-Jurisdictional Crime.  Further, all Australian police services have collaborated to produce a detailed document entitled Australasian Identity Crime Policing Strategy 2003-2005 (which is available from acpr.gov.au).
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